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Benefits
>> Continuous replication

that minimizes data loss

>> Incredibly fast failovers
that minimize downtime

>> Negligible performance
impact

>> Platform support for
physical, virtual and
cloud- based systems

>> Award-winning global
customer support from
certified experts

Features
>> Data encryption, in

flight, between the
source and the target

>> Available automatic
failover with server
heartbeat monitor

>> Integrated DNS
management

>> Three tiers of com-
pression to minimize
network impact

>> Available bandwidth
throttling options

>> A comprehensive API

>> Available API for
integration

>> Alerting and
reporting features

>> Easy, non-disruptive
testing

Downtime strikes IT organizations from a multitude of sources. From the 
relatively rare natural disaster to the more commonplace user errors, 
malicious attacks or patching problems, IT teams can guarantee that 
downtime will strike some of their systems every year.

The cost of that downtime can be high. For revenue-generating systems, 
it’s measured in thousands of dollars every hour. For business systems, 
lost productivity is similarly costly. Less easily defined are the potential 
losses associated with customer loyalty, end user dissatisfaction and 
competitive positioning.

Iron Cloud Availability software enables IT organizations to maintain 
the highest availability of their Windows and Linux servers by 
preventing downtime and data loss. The software does this using a 
continuous replication mechanism that maintains a secondary copy 
without taxing the primary system or network bandwidth. With support 
for physical, virtual or cloud source systems or target environments, 
the Iron Cloud Availability solution is a comprehensive replication 
option for organizations with mixed IT environments.

IRON CLOUD® AVAILABLILITY, 
POWERED BY CARBONITE
PROVEN HIGH AVAILABILITY AND DISASTER 
RECOVERY FOR WINDOWS AND LINUX SERVERS
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Changes continuously sent 
ensure virtually no data loss

Automatic or manual failover 
Near zero downtime



NO DELAYS, NO DATA LOSS

Iron Cloud Availability continuously replicates changes from the source 

environment into a secondary target anywhere in the world. Once the initial 

seeding is complete, changes are transmitted in real time, ensuring the replica  

is in sync. The software replicates files, applications or an entire server, including 

its system settings.

RAPID FAILOVERS PREVENT DOWNTIME

In the event of a disaster to one system or an entire data center, a failover to  

the secondary location can be easily invoked. The secondary systems spin up 

and users are rerouted with only a few seconds or minutes of interruption.

NEGLIGIBLE PERFORMANCE IMPACT

The production servers protected by Iron Cloud Availability will not experience 

any performance degradation due to the replication. As changes are captured  

and transmitted at the byte level, impact to network performance is minimal.

PHYSICAL SYSTEMS SUPPORT

Physical systems, which are typically critical to operations, are often left out  

of the disaster preparedness plan. To ensure all IT systems are protected, the  

Iron Cloud Availability solution can replicate Microsoft Windows or Linux servers  

on any underlying platform and to any target: physical, virtual or cloud. This enables 

IT to unify its business continuity solution across all platforms in a single solution.

HOW IT WORKS

Iron Cloud Availability uses patented replication technology to capture changes at  

the byte level and replicate them between any source and target environment: physical, 

virtual or cloud.

First, the Iron Cloud technology is deployed to all the servers being protected.  

Through the management console, the target secondary environments are configured  

and replication begins with a seeding process. All data transmitted is encrypted using  

AES-256 encryption, and compressed using three tiers of bandwidth-saving mechanisms. 

Once the seeding is complete, the solution updates the target with any changes in real time.

In the event of an outage, administrators can manually or automatically fail over users to 

the secondary server in minutes or seconds. The recovery point can be current, or systems 

can be reverted to an earlier point, before an error or infection occurred.

WE PROTECT WHAT YOU VALUE MOST®

800.899.IRON  |  IRONMOUNTAIN.COM

ABOUT IRON MOUNTAIN
Iron Mountain Incorporated (NYSE: IRM), founded in 1951, is the global leader for storage and information management 
services. Trusted by more than 220,000 organizations around the world, and with a real estate network of more than 
85 million square feet across more than 1,400 facilities in over 50 countries, Iron Mountain stores and protects billions 
of information assets, including critical business information, highly sensitive data, and cultural and historical artifacts. 
Providing solutions that include secure storage, information management, digital transformation, secure destruction, as 
well as data centers, art storage and logistics, and cloud services, Iron Mountain helps organizations to lower cost and risk, 
comply with regulations, recover from disaster, and enable a more digital way of working. Visit www.ironmountain.com for 
more information.

© 2022 Iron Mountain Incorporated. All rights reserved. Iron Mountain and the design of the mountain are registered trademarks of Iron 
Mountain Incorporated in the U.S. and other countries. All other trademarks and registered trademarks are the property of their respective 
owners.

DATA PROTECTION

SUPPORTED PLATFORMS

Operating Systems:

> Windows Server

> Red Hat Enterprise Linux

> Oracle Enterprise Linux

> SUSE Linux Enterprise

> CentOS

> Ubuntu

Any hypervisor, with native 

integration for:

> VMware ESXi

> Microsoft Hyper-V

Any cloud platform, 

including:

> Microsoft Azure

> Amazon Web Services

> Google Cloud

> VMware vCloud
Director


